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1. [TosicHUuTEILHAA 3aIUCKA

1.1. leap 1 32124y JUCHUILIHHBI

enb quCHUTIIMHBL: pa3BUTH y CIyIIATENEH MOAXO0/ K PEIICHUI0 TEXHUYECKHUX 3a/1a4
MIPOrpaMMHO-aNIMapaTHON 3aIUThl HHPOPMAIIHH.

3amaun: W3ydyeHUE OCHOB TIOCTPOCHHUS TOJCHUCTEM HH(POPMAIIMOHHON 0e30MacHOCTH,
OCBOCHHE  TPHHIIMIIOB  HMCIOJB30BaHUS  IMPOrPaMMHO-ANMApPAaTHBIX  CPEJCTB  3alllMThI
uH(pOpMAIlMK, BBIPAOOTKA YMEHHM TMPOBEACHHUS OICHKU 3alIUIICHHOCTH HH()OPMAIIMOHHBIX

CHCTCM.

1.2. (I)opanyeMl)le KOMIICTCHIIUMH, COOTHECEHHBIE C INIAHUPYEMBIMHU pE3yJabTaTaMu

00yUYeHHsI 0 JUCIHUILIHHE:

KoMmnerenuus
(ko1 ¥ HAMMEHOBAHUE)

NHaukaTopbl KOMIIeTeHUHH
(ko1 ¥ HAMMEHOBAHUE)

Pe3yabTaTsl 00yueHust

YK-2

CniocobOeH onpeaensiTh
KpYT 33724 B paMKax
ITOCTaBJICHHOU IEIIH U
BI)I6I/IpaTB OIITUMAJIBHBIC
CIOCOOBI X PEIICHHUS,

YK-2.1

AHaNIM3UpyeT UMEIOLINECS
pPECYpCHI U OTPaHUYCHUS,
OIICHUBAET U BHIOWpAET
OIITHUMAaJIbHBIE CIIOCOOBI
penieHus MOCTABJICHHBIX 3a71a4

YMers:
aHAJIM3UPOBATh OIPAHUYCHUS
BBIYHCIIUTENBHBIX PECYPCOB,
BbIOMpATh ONTUMAJIbHBII
Habop mpOrpamMMHO-
anmnapatabix [TAC3U

HUCXOMS U3 AEHUCTBYIOLIUX
MIPABOBBIX HOPM,
HUMEIOLINXCS PECYPCOB U

VYK-2.2
Crioco0eH 1cnoib30BaTh
3HaHUA O BAXKHEUIIMX HOPMAX,

Bunaners:
HaBbIKaMU MCIIOIb30BaHU
IIOJIOKEHUN CTaHIApTOB IIPU

OrpaHUYCHUH MHCTUTYTaX U OTPACIISIX pa3paboTke, HaCTpOHKe U
JIEUCTBYIOILLETO POCCUNCKOrO skcmutyatanuu [TAC3U
npaBa st ONpeIeNICHIs Kpyra
3a/1a4 ¥ ONTHMAaJIbHBIX
CIOCO0O0B UX pEeIICHUS
OIIK-10 OIIK-10.1 3HaTh: ApXUTEKTYPY MOJCUCTEM
CniocobeH B KauecTBe 3HaeT mporpaMMHO- 0€301acHOCTH, CMBICIT 0a30BBIX
TEXHUYECKOTO anmapaTHbIC CPEJICTBA 3alIUTHl | TIOHATUH, TAKMX KaK

crienuaicTa MpUHIMAaTh
ydacTue B POpMHPOBAHUHU
HOJTUTHKH
UH(POPMALMOHHOM
0€e301IacHOCTH,
OpPraHU30BBIBATH U

nH(pOpMalMU B TUIOBBIX
OMEpPALMOHHBIX CUCTEMaX,
CUCTEeMax yIpaBjieHHs 6azaMu
JAHHBIX, KOMITBIOTEPHBIX CETAX

uaeHTUGUKAIUS U
ayTeHTU(UKALINS,
pasrpaHuyeHue JocTyna u T.1.;
MIPOTOKOJIBI JIOKAIBHON U
CeTeBOM ayTeHTU(UKAIIIN

TIOJI/ICP’KUBATh
BBITIOJTHCHHE KOMIUIEKCa
Mep 10 00ECTICUCHHTO
nH(POPMAIIMOHHOMN
0€301acHOCTH, YIIPaBJIsATh
MIPOLIECCOM UX
peanu3anuy Ha 00BEKTE
3aIUTHI

OIIK-10.2

YmeeT KoHPUTYypHUPOBATH
IIpOrpaMMHO-aIapaTHbIe
CpEeICTBA 3aIIUThl HHPOpMAIUH
B COOTBETCTBHUHM C 33J[aHHBIMU
MOJINTUKAMHU O€30MaCHOCTH

YMeTb: OCyIIECTBIATh
HaCTPOUWKY MOJIUTHUKH YIEHBIX
3amucel, BBIMOJIHATh
aIMUHUCTPUPOBAHHUE YUETHBIX
3aIMCeN MOJIb30BATENIEH Ha
mnatdopmax Windows u Linux,
UICHTU(QHUIUPOBATH cladble
MecTa 1 yS3BUMOCTH
MOJICUCTEMBI UACHTU(DUKAIINH U
ayTeHTU(UKAIIIH;
pa3pabaTheIBaTh MaTPHILY
pasrpaHUyeHus 10CTYIIa,
peann30BbIBATh




JTUCKPEIIMOHHOE pa3rpaHuICHHE
JIOCTYyTIa K 00beKTaM (paitioBoi
CUCTEMBI U CUCTEMHOTI'O
peectpa.

OIIK-10.3
Buiageer npuniunamu
(bopMHUpPOBaHUS NOJTUTUKH

Biagers: HaBbIKaMu
aIMUHUCTPUPOBAHMS
nojcucreM 0€30MacHOCTH,

MH(POPMALIMOHHOM HAaCTPOWMKHU CUCTEMBI, IIOJTUTHK

0e30nmacHOCTH 00BEKTA 0€30I1aCHOCTH, YIIPABJICHUS

uHpOpMaTU3ALUU YYETHBIMH 3aIIUCSMH.
OIIK-12 OIIK-12.1 3HaTh: JMHENKY TPOrPaMMHO-

CrnocoGeH npoBOIUTh
HOJTOTOBKY HCXOHBIX
JAHHBIX JIJIS
IPOEKTUPOBAHUS
MOJICUCTEM, CPEJICTB
o0ecreyeHns 3alUThI
nH(popMaLuu U 1715
TEXHUKO-3KOHOMHUYECKOTO
000CHOBaHHUS
COOTBETCTBYIOIIUX
MIPOEKTHBIX PELICHUI

3HAEeT NPHUHIIUIIBI
(bopMHUPOBaHUS TOTUTUKH
MH(pOPMaLMOHHON
0€301acHOCTH B
WHPOPMAIMOHHBIX CHCTEMAX;
OCHOBHBIE dTalbl IpoLecca
MIPOEKTUPOBAHUS U O0LIHE
TpeOOBaHUS K COACPIKAHUIO

anmnapaTHBIX CPEJCTB 3aIIUThI
UH(POPMAaLINH; TTOAXOJIBI K
TECTUPOBAHUIO TPOIPAMMHO-
anmnapaTHBIX CPEJCTB 3aIUThI
nHpopManuu

MIPOEKTa

OIIK-12.2 YMeTh: 0CyIIECTBISATH BHIOOD
VYMmeer omnpenenars IPOrpaMMHO-aIapaTHbIX
MH(POPMALIMOHHYIO CPEZCTB 3aLIUThI HH(POPMAIUU
UHPPACTPYKTYpY U a/IeKBATHBIX peIlaeMbIM

MH(OPMALMOHHBIE PECYPCHI
OpraHM3aINH, TTOJIeKALTIX
3alUTe; aHATTU3UPOBATh
MOKa3aTeNy KayecTBa U
KPUTEPHH OLIEHKU CHUCTEM U
OTIEIBFHBIX METOJIOB U CPEJICTB
3alUThl HH(OPMALUU

3a/1auaM; COCTaBJISATh METOAUKHU
WCIIBITAHUI CPEACTB 3alUThI
uHGbOpPMAIUU; TIOJXOIBI TIO
OIICHKE MTOKAa3aTeJIe KauecTna,
KPUTEPUU OLICHKU
MIPOTpaMMHO-aNMapaTHBIX
CPEJICTB 3alIUThl HHGOPMAITUU

OIIK-12.3

Bnaneer HaBBIKAMU 110
pa3paboTKe OCHOBHBIX
nokazaTeie TEXHUKO-
9KOHOMMYECKOTO 00OCHOBAHMUS
COOTBETCTBYIOIINX MPOEKTHBIX
pEIICHUM

Bnanets HaBBIKaMU
IIPOEKTUPOBAHUS, HACTPOUKU U
JKCIITyaTalluy CPECTB 3aILUTHI
UH(POPMALIUHU C YIETOM
TEXHUKO-D)KOHOMHUYECKUX
IIOKa3aTeNICH.

1.3. MecTo AucuMJiMHbI B CTPYKTYpe 00pa3oBaTe/ibHOI NPOrpaMMbl

«CpezcTBa IporpaMMHO-aNIapaTHOMN 3alUThl HH()OPMAIUI» OTHOCUTCS K 00s3aTeIbHOM
yacTu 0J0Ka AUCUUIUIMH Y4eOHOIO IUIaHa.

2. CTpyKTypa IMCUMILTUHBI

OO61mas TpyA0eMKOCTh AUCHHUIUIMHBI COCTABISAET 4 3a4eTHBIX equHMII, 144 yaca

CTpykTypa AUCHMILIMHBI 1)1 04HOI (opMBbI 00yYeHHs

O06bemM aUCHUTUIMHBL B (hOpME KOHTAKTHOW PAGOTHI OOYyYarOUIUXCS C MeJaroru4ecKuMu
paboTHUKaMU W (WJIM) JTUIIAMH, TPUBIEKaEMbIMH K peanu3aiii o0pa3oBaTeIbHOM MPOTrpaMMbl
Ha WHBIX YCJIIOBUSAX, IIPH MPOBEJICHUN YUCOHBIX 3aHITHIA:




Cemectp | Tun ydeOHBIX 3aHATHHA KonnuectBo yacoB
5 Jlekuuu 16
5 JlaGopaTopHbIe pabOThI 20
6 Jlexrun 28
6 JlaGopaTopHbie pabOThI 32
6 [IpoMekyTOUyHas aTTecTauus 18
Bcero: 72

O6beM TuCHMIUIMHEI B (popMe CaMOCTOATEIbHON PabOThl 00YYAIOMIUXCS COCTABISIET 54
aKaJeMUYECKUX YaCOB.

3. Coaep:xkanue TUCHUIIMHBI

5 cemecTp

Ne HaumenoBanue paspgena | Coaep:xxanue
AUCHMILINHBI

1 Oo0mue npeacrasjgenuss o [ O0mee NMOHITHE MPOTrPAMMHO-AMIMAPATHBIX CPEJICTB
NPOrpaMMHO-aNNAPATHBIX | 3aMUTel  WHpOpManuu.  Tumel  MpOrpaMMHO-
cpeacTBax 3al0MTHI | aNIApaTHBIX ~ CPEACTB  3allIUThl  HHQOpMAIUH.
uHpopmannu Cpencrtia KpUnrorpaduyeckon 3aIIUThI

nHopmanmu.  ['eHepaTopbl  TCEBIOCITYYaHBIX
yucen. AnnapaTHble MOAYJIH JOBEPEHHOU 3arpy3KHu.
Cpencrtpa KOHTPOJIA BHEUTHUX HOCHUTEJICH.
MexxceTeBoe SKpaHUPOBAHUE.

2 CpencrBa [TonsTus waeHTUUKAIMK W ayTeHTU(HUKAIUU.
HACHTH(PUKALUHT u | JlokanbHass  ayreHtudukanus. CpoiicTBa  XdII-
ayTeHTHUKAIUHA GyHKIHA. AJnroput™m NTLM. Konnenuust

PluggableAuthenticationModule. CereBoif mpoToKon
ayreHtudukanuu Kerberos. Ataku Ha moacucremy
ayTeHTH(hUKAIHH.

3 Pasrpannyenue gocryna JluckpelMOHHOE M MAaHJATHOE pa3rpaHUyYEHUE
noctyna. CyObeKkTsl 1 00beKThI 1ocTyna. CTpyKTypbl
daitnoBeix cuctem NTFS u UFS, wmerananubie.
Crniucku KOHTPOJIA JOCTYIIA.
SecurityReferenceMonitor, aBTopH3aIysi.

4 Perucrpamust coOwiTuii  6e3omacHoctu. Karteropuum
Perncrpanus co0bITHii perucTpupyembix coObITuil. Peructpanus moctyn k
0e3onacHocTH oObekTaM  (QailioBoil  cuctembl.  YTpaBieHHE

PErUCTPALIMOHHBIMU KYpHaJaMHU.

5 [Ipouenypa KOHTPOJISI MEIOCTHOCTH. AJITOPUTMBI

KoHTpoJb le10CTHOCTH pacuera koHTposibHbIX cymMM (CRC, MDS5, SHA-1).
CpeacTBa rapaHTHHHOrO yAaJaeHHs HHGOPMAIIUH.
6 cemecTp

Ne HaumenoBanue paspgena | Coaep:xxanue
AMCHMILINHBI

1 IMpeamer ) | 3agauu | [Ipeamer 3amuter. CBoiicTBa uHpoOpMamuu #u e
NporpaMMHO-annapaTHoii | nenHoctb. OOBEKT 3amuThl UHGOpMAIUU. Bumsr
3alUThl HH(POPMALMHU uHbopManmu. YTeuka HHPoOpManmMu U €€ BHIBI.

CereBoe u MexcereBoe B3anMoaencTaue. Ilonmntuka
0€30MaCHOCTH.

2 BpenonocHble nporpammsbl | BpenoHoCcHbBIE TPOTrPaMMBIL.
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H y)la.]'léHHbIe CE€TEBbIC
aTaKu

Komnretorepnsie BUpychl. TposiHckue KOHU. CeTeBble
yepBHu. [loTaliHble XOABI M PYTKUTHI. BPEJOHOCHBIE
IporpaMMbl JJisi MOOWIBHBIX ycTpoucTB. Ilpoune
BpPEJOHOCHBIE IporpaMmbl. HaumeHoBaHue
BUPYCOB. OJIEMEHThHI 3alllUThl OT BPEJOHOCHOIO
nporpamMmmHoro obecrieuenus. Texnomnorus Black u
Whitelisting.

VY nanéHHble ceTeBbIE aTaKH.

CereBble artaku. OOOOUIEHHBIM CIIEHApUH aTaku.
ATakm «OTKa3 B OOCIy)XMBaHUM». ATakd Ha
npotokoisl [P, ICMP, UDP, TCP. I'enepaTops! aTax.
Ataka K. Muthuka. Krmaccupukanmm yaanéHHBIX
aTak.

Me:xceTeBble IKPAHDI

Pa3BuTHE TEXHOJIOTHI MEKCETEBOTO SKPaHUPOBAHMUS.
@unpTpanrs NakeToB. BUIBI MEKCETEBBIX YKPAHOB.

[lepconasibHble MEKCETEBbIE SKpaHBbI.
Pacnipenenénnsie MEKCETEBbIE SKpPAaHBbI.
MexcereBbie dkpanbl  Web-nipunoxenuii. HoBoe
MMOKOJICHUE MEKCETEBBIX JKPaHOB. Oo6xon

MEXCETeBbIX dKpaHOB. llocrenennslii moaxon.
TynnenmupoBanue. TpeOoBaHus H  TOKazaTenu
3aIUIIEHHOCTH MEXKCETEBBIX JKPaHOB.
TectupoBaHHE MEXKCETEBBIX JKpaHOB. lIpumepsl
MEXKCETEBbIX JKPAHOB.

Binya.m)Hble YacCTHbBIC
CETH

Bupryanuzanuss u oOjauyHble  TEXHOJIOTHH.
Tynnenmuposanue. IIporokonsr VPN  kaHagbHOTO
ypoBHs. [Iporokon [PSec. Accornmanus obecriedeHus
O0e3onacHOCTH. TyHHENbHBIW M TPaHCIOPTHBIN
pexumbl  npotokona [PSec. Ilpotokon oOmena
UHTEepHeT-KIouaMu. [IpoTtokon ayreHTHQUKanUU
3arojioBka. IIpoTokon Oe30macHOW WHKANCYISILUU
comepkuMoro  mnakera. Ilpumep  mpumeHeHus
nporokona IKE. CoBmectHoe uCHoJIb30BaHUE
nporokosoB  ESP u  AH. OcHoBHbIE TuUIIBI
3AIUAIIEHHBIX CBA3EH. [IpoTokobl VPN
TpaHcHopTHOTO ypoBHA. LludpoBbie cepTHdUKATHI.
IIpumepsl  oreuecTBeHHOro nocrtpoeHus  VPN.
Kpunrouunossl. Mudpactpykrypa PKI

Cucrembl 00HApPYKEHUS U
NpeJoTBPALICHUS
BTOPKEHHU I

Mopenu cucteM oOHapy»XeHHUs BTOpKeHUH. Mojiens
HA. Hennwnr. Mogens CIDF. Knaccuduxamms
cucteM oOHapyxeHHsl BTopkeHH. OOHapyKeHue
curHatyp. Cucrema oOHapy>keHHsI BTOp>KEHHH Snort.
[IpaBuia Snort. Ilpumeps npaBun. OGHapykeHHE
aHOMAJIUH. MeTtoabl DataMining. MeTtoab!
TEXHOJOTMM  MOOWJIBHBIX  areHToB.  MeTomabl
IIOCTPOEHUs MMMYHHBIX cucteM. TectupoBaHue
cucTeM OOHapyXeHus BTOp:keHud. TectupoBanue

KOMMEPUYECKUX CUCTEM. TectupoBanue
HCCJIEIOBATENbCKUX MIPOTOTUIIOB. MeTtobl
dopmHpoBaHUs  TECTOBBIX HabopoB. Marpuua
HECOOTBETCTBUI. Cucremsl peynpexaeHUs

BTOP>KESHUMN




4. O0pa3oBaTesibHbIE TEXHOJIOTHH

5 cemecTp
Ne |HaumeHoBaHmue .
Buabl yueOHbIx 3anaTiil  (O0pa3oBaTesibHbIE TEXHOJIOTHH
n/m (pasaeja
1 |2 3 4
1. |OO6mue Jlexnus 1 TpanuuyroHHAs C UCIIOIB30BAHUEM
MPEACTaBICHUS O MPE3CHTAINN
pPOrpaMMHO- TectupoBanue
anmapaTHBIX CamocrosiTenpHas paboTa
CpeAcTBax 3alluThl N3yueHnne MarepuanoB JIEKIUI
nHpopmaImu
2 |CpenctBa Jlexuus 2 TpanuuyroHHAs C UCIIOIB30BAHUEM
uAeHTU(DUKALNY U MIPE3EeHTALNN
ayTeHTU(UKaIUU JlaGopatopnas pabdora 1. |TectupoBanue
CamocTosiTenbHas padoTa
Brimonuenue 3aganus
H3yyeHne MaTepuaaoB JICKIUN
3 |Pasrpanuuenue Jlexuus 3.1 TpanuuyoHHAs C HCIIOIB30BAHUEM
JIOCTyTa Jlexuug 3.2 Mpe3eHTalUM
3.1. luckpenonHoe TectupoBaHue
pasrpaHuyeHue Jlaboparopnas padota2.
JIOCTYTIa
3.2. ITomaomounoe |CamocTtosTenbHas padora |BeimomHeHue 3a1anus
pasrpaHuyeHue
JIOCTyTa N3ydeHue MatepuasioB JICKIIUMA
4 |Peructpauus Jlexuus 4.1 TpaauuMOHHAs C UCTIOIB30BAHUEM
cOOBITHI Jlexuus 4.2 IIPE3EHTALNN
0€30MacHOCTH TectupoBanue
Jlaboparopuas paboTta3.
CamocrositenbHas pabora |BeinmonHeHue 3a1anus
M3ydyeHne MaTepraioB JCKIUH
5 Kontpoinb Jlextmg 5.1 TpaguurOHHAs C UCTIOIB30BAHUEM
LIEJIOCTHOCTH Jlexuus 5.2 IIPE3CHTALNN
TectupoBanue
Jlaboparopnas pabota4.
CamocrositenbHas pabora |BwimonHenue 3amanus
M3yyeHne MaTepuagoB JICKIIUH
6 cemecTp
Ne HaummeHoBaHuUe .
Buabl yueOnbIx 3anaTnii  |O0pa3oBaTesibHbIe TEXHOJIOTHH
n/n |pas3aeia
1 |2 3 4
1. [[Ipenmer wu 3amaun|Jlexius 1 TpanunuonHas JTeKIUs ¢
MpOrpaMMHO- WCIIOJIb30BAHUEM TMPE3CHTAINI

annapaTHoﬁ 3alllNThI

TecTtupoBanue
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uHpOpMALIUU

CamocrosiTenbHas padbora

IToaroroBka K 3aHATHAM C
ncnoab3oBanreM DbC

2 VY nanéHuble ceTEBLIE
aTaku

Jleximsa 2

Jlaboparopnas pabdota 1.

CamocrosTensHas pa60Ta

TpanuuMoHHas TEKIUS C
UCIIOJIb30BAaHUEM IIPE3CHTALIUI
TectupoBanue

3aHATHUS C UCTIOIb30BAHUEM
cnenuanuzupoanHoro 10

IToaroroBka K 3aHATHIM C
ucnoiyirzosanueM ObC

3 |MexcereBble 3KpaHbI
¥ anmaparHble
KpHUITOrpaduuecKue
IITEO3BI

Jlexmus 3.1.
Jlexiuga 3.2.

JlaGoparopnas paboTa 2.

CamocTosiTenbHas padboTa

TpanuuuroHHas IeKIus C
MCIIOJIb30BaHUEM NIPE3CHTALNN
TectupoBanue

3aH$ITI/I$I C UCIIOJIBb30BAHHUCM
crienanuzupoBanHoro I10 u
000pyI0BaHUS

IToaroToBKa K 3aHATHSIM C
ncnonb3oBanneM IbC

4  |Bupryanuzauus u
o0Ja4yHbIe
TEXHOJIOTHH.
BupryansHbie
YaCTHBIE CETU

Jlexnus 4.1
Jlexmus 4.2

Jlaboparopnas pabota 3.

CaMocTtosTenbHas pa60Ta

TpanuuMOHHAsA IEKIUS C
UCITOJIb30BAaHUEM IIPE3ECHTALIUI
TectupoBanue

3aHATHS C UCTIONB30BAHUEM
crienpanuzupoBanHoro [10 u
o0opyaoBaHus

ITonroTroBka K 3aHATHSIM

5 |Cucremsl
OoOHapyXeHUS U
IPEeOTBPALICHUS
BTOP>KEHUI

Jlexmusg 5.1.
Jlexmga 5.2.

JlaboparopHnas pabota 4.

CaMocTosTenbHas pa60Ta

TpanuuMOHHAsA JEKIUs C
WCITOJIb30BAaHNUEM IIPE3ECHTALINI
TectupoBanue

3aHATHS C UCMOJIb30BaHHEM
crienpanuzupoBanHoro [10 u
o0opyaoBaHus

IToaroroBka K 3aHATHAM C
ncrojib3oBanuemM ObC

5. OneHka MUIaHUPYEMBIX pPe3yJ1bTATOB 00y4eHus!

5.1. CucreMa oneHUBAHUSA

5 cemecTp
®opMa KOHTPOJIS Makc. K0JM4ecTBO 0aJ1JI0B
3a oany padorty Bceero

Texymuii KOHTPOJIb (5 cemecTp):

— mecmuposanue (memul 1-5) 4 6anna 20 6annos

— 1abopamopHule pabomwl (memul 2-3) 10 6annos 20 6annos

— 1abopamopusie pabomul (memwl 4-5) 10 6annos 20 b6annos
[TpomexxyTOoUHas aTTECTALUS - 3auem 40 6aoB
HToro 3a cemecTp 100 6anmoB




6 cemecTp

10

®opMa KOHTPOJIS

Makec. koJIn4ecTBO 02J1J10B

3a oxny padory Bcero

Texymuit KOHTPOIIb (6 cemecTp):

— mecmuposanue (memul 1-5) 4 6anna 20 6annos
— 1abopamopuule pabomwl (memul 2-3) 10 bannos 20 6annos
— 1abopamopHule pabomwl (memol 4-5) 10 bannos 20 6annos
[TpomexxyTOUHAas aTTECTAIUS — OK3AMEH 40 GamioB

HToro 3a cemectp

100 GasuioB

IToy4yeHHBIN COBOKYIIHBINM pe3yJIbTaT KOHBEPTUPYETCS B TPAJULIMOHHYIO LKAy OLICHOK U
B KAy OIEHOK EBpormerickoil cuctemMbl epeHoca u HakorwieHus: kpeautoB (European Credit
Transfer System; nanee — ECTS) B COOTBETCTBHHM ¢ TaOIUIICH:

100-6annbHast TpazmionHas mKaa IIxama
IIKaja ECTS
95 -100 A
2304 OTJINYHO B

68 — 82 XOPOIIIO 3a4TEHO C

56 -67 D

50 55 YIOBJICTBOPUTEIIEHO E
20-49 FX
0-19 HEYIOBJICTBOPUTEIHLHO HE 3a4TEHO v

5.2. Kputepuu BbICTaBJICHUS] OLIEHKH IO IUCHUILIHHE

Banael/
HIxana
ECTS

Ounenka no
JUCHUILIMHE

Kputepnu oneHkn pe3yJibTaToB 00y4eHUs 0 AUCHUILINHE

100-83/
AB

OTJINYHO/
3a4TEHO

BricTtaBnsercss o0y4aromeMycsi, eCIIi OH TITyOOKO B MIPOYHO YCBOWII
TEOPETHUYECKHH 1 TIPAKTHUECKUI MaTepHall, MOXKET IMPOJIEMOHCTPHPOBATH 3TO HA
3aHATHUAX U B X0 MTPOMEKYTOUHON aTTEeCTALINH.

OO6y4aronmiicss HICYEPIBIBAIOIIE U JIOTHYECKH CTPOHHO M3jIaraeT yueOHbIN
MaTrepuall, YMEeT YBA3bIBATh TEOPUIO C IIPAKTUKOMN, CIIPABIISAETCS C PEILICHUEM
3a71a4 MPOQECCHOHANBHOM HAPABICHHOCTH BHICOKOTO YPOBHSI CII0)KHOCTH,
HpaBI/IJ'l])HO O6OCHOBI)IB8.CT HpI/IHﬂTbIe peHIeHI/ISI.

CB00OHO OpUEHTUPYETCS B yueOHOM U MPO(ecCHOHATLHON JIUTepaType.
Or1ieHKa 1O JUCIUILINHE BBICTABIISIOTCS 00yJarOIIEeMyCsl C YIETOM Pe3yJIbTaTOB
TEKYIIEH U IPOMEKYTOYHON aTTECTALINH.

Kommnerentmn, 3aKperI€HHbIC 32 TUCIUILINHOMN, COPMIPOBAHKI HA YPOBHE —
«BBICOKHIDY.

82-68/

X0po1ro/
3a4YTEHO

BricTaBnsercss 00y4aromeMycsi, €CIIM OH 3HACT TEOPETUICCKUN U MPaKTUIeCKUN
MaTepHall, TPaMOTHO U TI0 CYIIECTBY M3J1aracT ero Ha 3aHATHSAX U B XOJIe
MIPOMEXXYTOUIHON aTTECTAINH, HE IOIYCKas CYIIECTBEHHBIX HETOUHOCTEH.
OOy4atonmiicss IPaBIIIBHO MIPUMEHSET TEOPETUIECKUE TTOIOKEHHS IIPH PEIICHUN
MPAKTUYECKHX 3a1a4 MPOoheCCHOHATBHOM HAPABICHHOCTH PA3HOTO YPOBHS
CJIOJKHOCTH, BJIaACCT HeO6XO}II/IMLIMI/I JUIA 3TOT'O HaBbIKAMU U HpI/IéMaMI/I.
JlocTaTouHO XOPOIIIO OPUCHTHPYETCSI B yueOHOM U mpodeccHoHaIbHOM
JuTEpaType.

Or1ieHKa 10 JUCIUILIMHE BRICTABIISIFOTCS 00yJaroImeMycsi C YI6TOM Pe3yJIbTaTOB
TEKYLIEH U MPOMEXYTOUHOH aTTecTaliy.

Kommnerentmn, 3aKperIéHHbIC 32 TUCIUILIINHOMN, COPMIPOBAHKI HA YPOBHE —
«XOPOIIHHY.

67-50/
D.E

yIIOBJIETBO-
puTeIbHO/
3a4TCHO

BricraBnsiercst o0y4aromeMycsi, eCIIi OH 3HaeT Ha 0a30BOM YpPOBHE
TEOPETHUYECKHH U MPAKTHIECKUI MaTepHall, JOITyCKaeT OTAEIbHBIE OIIHOKH MPH
€T0 M3JI0KCHUX Ha 3aHATHAX M B XOZE MPOMEKYTOUYHON aTTeCTallH.
OOyyaronuiicst UCIBITHIBAET ONPEICAEHHBIE 3aTPYAHCHHSI B IPUMEHCHUH
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Bamwasl/ | Ouenka mo Kpurtepuu oueHku pe3yjbTaToB 00y4eHHs M0 JUCHUILIMHE

HIkaga | gucuunInHe
ECTS

TEOPETHUUYECKHX TOJN0KEHUI ITPH PELICHUN TPAKTHYECKUX 3a1ad
podeCcCHOHANBHON HAPaBICHHOCTH CTAHAAPTHOTO YPOBHS CI0XKHOCTH, BIIA/ICET
HEOOXOANMBIMHU IJIsl 3TOTO 0a30BBIMH HaBBIKAMU M IPHUEMAMH.

JleMoHCTpHpYET TOCTATOYHBIN yPOBEHb 3HAHUS yUeOHOH JUTEPaTypHI IO
JUCLIUIUIAHE.

OreHKa MO JUCLUILUIMHE BBICTABIIIOTCA 00yUaromeMycs C y46TOM pe3ybTaToB
TEKYLIEH U IPOMEXKYTOUYHOH aTTeCTalUU.

KomrmereH1mu, 3akperui€HHbIE 3a TUCIUILIMHON, C(hOPMHUPOBAHEI HA YPOBHE —
«JIOCTaTOYHBIHY.

49-0/ HEYJOBJIET- BricraBnsiercst oOyyaronieMycsi, €Clii OH He 3HaeT Ha 0a30BOM ypOBHE

F,FX BOpHTENbHO/ | TCOPETHUCCKHUIT i NPAKTHYECKUIT MATEPHAIL, 10Ny CKACT rpyOble OmKMOKY IpH ero
U3JI0KEHHUU Ha 3aHATHSX U B XOZ€ MPOMEKYTOUHON aTTECTALUN.

OOyuaronuiicst NCTIBITHIBACT CEPHE3HBIE 3aTPYAHEHHS B IPUMCHEHHH
TEOPETHUYECKHX TOJNI0KEHUI ITPH PELICHUN IPAKTHYECKUX 3a1ad
IpodeCcCHOHANBHON HAIIPaBICHHOCTH CTAHAAPTHOTO YPOBHS CI0KHOCTH, HE
BJIaJ€eT HEOOXOUMBIMH ISl 3TOTO HAaBBIKAMH U IIPUEMAMH.

JeMoHCcTpHpYyeT parMeHTapHbIe 3HAHUS Y4eOHOH JIUTEPaTypHI 110 AUCLHUIIINHE.
OreHKa Mo JUCHUIUIMHE BBICTABISIIOTCA 00yJaromeMycs C y46TOM pe3ylbTaToB
TEKYLIEH U IPOMEKYTOUHOH aTTeCTalUU.

KomnereH1u Ha ypoBHE «JI0CTaTOYHBINY, 3aKpEIUIEHHBIC 32 TUCIUIUIMHON, He
chopMHpOBaHBEL.

HEC 3a4TCHO

5.3. OneHo4nble cpeacTBa (MaTepHaJIbl) 1JIsl TEKYlLIero KOHTPOJS yCIeBaeMOCTH,
NPOMEKYTOYHOM aTTECTAUM 00y4aIOLIUXCSl N0 JUCHHILIHHE

[IpumepHbIe KOHTPOJILHBIE BONPOCHI 15 3a4eTa

KoHTpoJibHBIE BOPOCHI IIpoBepsiemble
KOMIIeTeHIIUH
1. ba3oBbIe cepBHUCHI O€30MACHOCTH. OIIK-10, OITK-12
2. Ha3naueHnue u NpUHIUI pabOThI YTUIUTHL «PeBu3op 1». OIIK-10, OIIK-12
3. HasnadeHue M MPUHIUI PaObOThl YTUIUTHI «PeBu30p 2». OIIK-10; YK-2
4. Haznauenue u npuHOun padotel yTuiauTel @UKC. OIIK-10; YK-2
5. Unentuduxamms, ayreHTU(GUKALNSA U YIPABICHNUE YIETHBIMU OIIK-10
3anucsamu noiab3oBatesnaeii B CYBJ Oracle.
6. Pasrpannucnue nocryna B CYB] Oracle. OIIK-10
7. ManpatHoe pasrpanndceHue goctyna B OracleLabelSecurity. OIIK-10, OITK-12
8. Cxema ayrenrudukannn Hunxema-IlIpenepa. OIIK-10, OIIK-12
9. Ilporokon ayrentudukanun Kerberos. OIIK-10
10.Haznauenue u npuniumnsl padotsl Oracle Database Vault. OIIK-10; YK-2
11.JIuneiika npoayktoB OKb CAIIP. OIIK-10.3
12.Ha3znauenue u GyHKIIMOHAIbHBIE BO3MOKHOCTH AM/I3 OIIK-10; YK-2
Axxkopz.
13. Tuner CK3U 1 ux pyHKIIMOHAIBHOE Ha3HAUCHUE. OIIK-10; OIIK-12; YK-2
14.JIuneiika npoaykToB Ha pbeiHke C3U. OIIK-10; YK-2
15. Apxurektypa u cocraB C3U SecretNet. OIIK-10
16.Pasrpannuenue gocryna K yctporcrtsam B SecretNet. OIIK-10; YK-2
17.TlonHOMOYHOE ynpaByieHHE 10CTynoM B SecretNet. OIIK-10, OIIK-12
18.KonTponb nemoctaoctu B SecretNet. OIIK-10, OIIK-12
19.Konnenuust 3aMKHYTOM MTPOTPaMMHOM Cpeibl, peanu3anus B OIIK-10, OITK-12
SecretNet.
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OBM.

20.CpencrtBa aHanm3a u MoMcKa ys3Bumocteld XSpider u OIIK-10; YK-2
MaxPatrol.
21.ApxutekTypa u coctaB SafeNet. OIIK-10
22.CocraB u HazHaueHue PCI Co6oub. OIIK-10
23.Ilonarue «konbla 3amuTe» OC. OIIK-10; YK-2
24. AnnapaTHble TEXHOJIOTUH NOJIEPKKHA BUPTYyaIU3aliu. OIIK-10
25.IIpuHIMIIBI TOMEHHOM 3aLIUTHI. OIIK-10
26.IlonsiTHE M OCOOEHHOCTH POJIEBOM MOJUTUKH O0€30MMaCHOCTH. OIIK-10; YK-2
27.Tpan3akuroHHas naMsTh U 3amuTa nHpopmanuu B Cymep- OIIK-10; YK-2

1. Heabo 3amuThl HHGOPMALMHA SIBJIAIOTCS:

a) npedomsepaujeHue Ymeuxku, UCKANCeHUs, Vmpamvl, OIOKUPOBAHUS UIU HE3AKOHHO20 MUPANCUPOBAHUSL

MHQQOQM(,ZQMM.

0) BHEIpEHUE CTOPOHHHUX IIPOTPAMMHBIX ar¢HTOB.
B) MIPEAOTBPALICHUE YTEHHUS )KYPHAJIOB PETUCTPALIH.

2. loBepeHHasi 3arpy3Ka — 3T0:

a) CeTeBOE YCTPOMCTBO, MOJIKIIIOUAEMOE K MATEPUHCKOM IJIaTe KOMIIbIOTEpA.
0) 3aepy3Ka pasiudHbIX ONePayUOHHbIX CUCIEeM MONbLKO C 3apanee ONnpedesleHHbIX NOCHOAHHbIX

Hocumesell  (Hanpumep, MOAbKO C  JHCeCmK020  Qucka)

nocie yCcnewHozo 3aeeputenus

CNeyUuanIbHblx NPOUeoVp. NPOBEepKU UEeIOCIMHOCHU MEeXHUYECKUX U npocpammusix cpedcme 1K (c

UCNOJIb306AHUEM _MEXAHRUIMA  NOUA206020  KOHMPOJIA

UEIOCIMHOCIU) U

annapamuou

udenmuuxauuy / aymenmudukauuy noab308amelis.

B) 3arpy3ka OIEpAlMOHHON CHCTEMbl C BHEUIHMX HE3aperuCTPUPOBAaHHBIX HOCHUTENEH Oe3

KOHTPOJIA HEJIOCTHOCTH o6pa3a OHepaIlI/IOHHOﬁ CHUCTCMBI.

[IpuMepHbIe BONPOCHI K IK3aMeHY

KonTpoabHbie BOpochl

IIposepsiemble
KOMITeTEHIIUH

1. Tlpeamet u OOBEKT 3aIUTHI MPOrPAMMHO-AINIAPATHON 3aIUTHI.
CBolicTBa, BB HHOOpMAIu 1 €€ IIEHHOCTb.

OIIK-10; OIIK-12; VK-2

Yreuka nundopmanuu u e€ Buabl. KaHambl yTeUKH.

OIIK-10; OIIK-12; VK-2

CeTeBoe U MEKCETEBOE B3aNMOIECHUCTBHE.

OIIK-10; OIIK-12; VK-2

TTonuTuka 0€3011aCHOCTH.

OIIK-10; OIIK-12; VK-2

Bpenonocuple mporpammbl. KoMmblOTEpHBIE BUPYCHI.

OIIK-10; OIIK-12; VK-2

T‘pO?IHCKI/Ie KOHH M CCTCBLIC YCPBMU.

OIIK-10; OIIK-12; VK-2

Bpe,[[OHOCHLIe IIporpaMMabI. [ToTaitHble XOABI U PYTKHUTEIL.

OIIK-10; OIIK-12; VK-2

el e N Rl Rl Rl

BPEIOHOCHBIE MPOTrpamMMBbl i1 MOOUIIBHBIX ycTporcTB. [Ipoune
BPEJOHOCHBIE IIPOIPAMMBIL.

OIIK-10; OIIK-12; YK-2

9. HanmeHoBaHME BUPYCOB. DJIEMEHTHI 3alUThI OT BPEIOHOCHOIO
IPOrpaMMHOTO 00ecTIeueHusl.

OIIK-10; OIIK-12; YK-2

10. Texnonorust Black m Whitelisting.

OIIK-10; OIIK-12; VK-2

11.CeteBble araku. OO0OIEHHBIN CLIEHAPUI aTaKH.

OIIK-10; OIIK-12; VK-2

12.ATaku «OTKa3 B OOCTYKUBAHUIY.

OIIK-10; OIIK-12; VK-2

13.Ataku Ha iporokoisl [P, ICMP, UDP, TCP. I'enepatops! atak.
Artaka K. MutHuka.

OIIK-10; OIIK-12; YK-2

14.Knaccudukanmy y1aIéHHBIX aTak.

OIIK-10; OIIK-12; YK-2

15. TexH010THMH MEKCETEBOIO OKpaHHUPOBaHMA.

OIIK-10; OIIK-12; VK-2

16.MeTtob1 00X01a MEKCETEBBIX YKPAaHOB.

OIIK-10; OIIK-12; VK-2

17.TpeOoBaHKMsl HM IOKA3aTelIM 3allUIIEHHOCTH MEKCETEBBIX

OIIK-10; OIIK-12; VK-2
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DKPAHOB.

18.TecTupoBaHHE MEKCETEBBIX IKPAHOB.

OIIK-10; OIIK-12; VK-2

19.CymHOCTh BUPTYaIU3alMH U 00JaYHBIX TEXHOJIOTHH.

OIIK-10; OIIK-12; VK-2

20. TynnenupoBanue. IIporokonsl VPN kaHaIbHOT'O YPOBHSL.

OIIK-10; OIIK-12; VK-2

21.I1Iporokon IPSec.

OIIK-10; OIIK-12; YK-2

22.Ilpotokon oOMeHa HWHTEpHET-KiIouaMu. [lpumep mpuMeHeHus
npotokona IKE.

OIIK-10; OIIK-12; VK-2

23.1Iporokon ayreHTH(UKauU 3aroioBka. [IpoTokon OezonacHoi
WHKAICYJILUN COIEPIKUMOTO MaKeTa. CoBMecTHOE
HcIojb30BaHue mpotokojioB ESP u AH.

OIIK-10; OIIK-12; VK-2

24.OcHOBHBIEC THUIBl 3aUIIEHHBIX cBsA3eil. [Iporokonsr VPN
TPAHCIIOPTHOT'O YPOBHH.

OIIK-10; OIIK-12; VK-2

25. KpunTonuiro3sl.

OIIK-10; OIIK-12; VK-2

26.Uuadpacrpykrypa PKI

OIIK-10; OIIK-12; VK-2

27.Moaenu cucteM 0O0HAPYKSHHSI BTOP)KSHHM.

OIIK-10; OIIK-12; VK-2

28.Knaccudukanus cucteM 0OHapyKEHHUsI BTOPYKCHH.

OIIK-10; OIIK-12; VK-2

29.00Hapy)KeHHUE CUTHATYp U 00HAPYKCHUE aHOMAJIUH.

OIIK-10; OIIK-12; VK-2

30.CucreMa 0OHapyKEHHsI BTOPKCHUH Snort.

OIIK-10; OIIK-12; VK-2

31.Metonpt DataMining. MeToapl TEXHOJOTHH MOOMIBHBIX
areHTOB U TIOCTPOCHHSI IMMYHHBIX CHCTEM.

OIIK-10; OIIK-12; VK-2

32.Metoapl DataMining. [IpuMeHeHHe TeHETHYECKUX aJTOPUTMOB
1 HEHPOHHBIX CETEH.

OIIK-10; OIIK-12; VK-2

33.Metoasl  0OHapyKEHUS
3aMIIEHHOCTH, aHAJIM3a [EJIOCTHOCTH.
cpeacTBa OOHAPYKEHHUS.

BTOP’)KCHMM HAa OCHOBE aHalIu3a
BcnomorarensHbie

OIIK-10; OIIK-12; VK-2

34.MeTtoJibl 00X0/1a CUCTEM OOHAPYKCHHSI BTOP>KCHHUI.

OIIK-10; OIIK-12; VK-2

35.TectupoBanue cucTeM OOHAPYKEHHUS BTOPKCHHI.

OIIK-10; OIIK-12; YK-2

36. CucTeMbl IpeayNpeKICHUs] BTOPKESHUI

OIIK-10; OIIK-12; VK-2

IIpumepHbIe 3aJaHus 1JIs1 TECTUPOBAHUS

1. IIporokoa IPSec padoraer Ha kakoM ypoBHe moaesu OSI:
a) Ha cemegom ypogHe.

0) HA KAaHAJILHOM yYPOBHE.

B) Ha (DU3MUYECKOM YPOBHE.

2. PyTkut — 3710:
a) KOMIIBIOTEPHBIN BHPYC.
0) nabop npoepammmublx

cpedcme  (Hanpumep.,

UCNOJIRAEMBLX

daiinos,  ckpunmos,

KoHueypauuonHvix _aiinos), obecneuusarouiux. Mackuposky 006vekmos (npoueccos, dailnos,

Kamano208, Opaueepos); vnpasieHue (Coobimuimu, nPoucXoosuumy 8 cucmeme); coop Oanubix

(napamempos cucmemvi).
B) PEKJIAMHOE IIPOrPAMMHOE 00€eCIIeYeHHE

6. YueOHO-MeTOAUYeCKOe U MH(OPMAIIMOHHOE 00ecTeyeHre TUCITUITUHBI

6.1. CnMCOK MCTOYHUKOB U JIUTEPATYPbI
Hctounuku
OCHOBHBIE
HIOJIS

1. ®enepanbHblii  3akoH or 27 2006 T.

Ne149-03

«O6 unpopmarym,

MH(POPMAIIMOHHBIX TEXHOJIOTHSAX W O 3aIuTe WHOopMaIrumy. [INeKTpoHHBIA pecypc] : Pexxum
noctyna : http://www.consultant.ru/document/cons_ doc LAW_ 61798/, cBoboaubiil. — 3ari. ¢

JKpaHa.
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2. ®enepanbubiii 3akoH oT 27 wuronst 2006 r. Nel52-®3 «O nepcoHaIbHBIX I[aHHLIX»
[OnexTpoHHbIHA pecypc] : Pexxum JlocTyna
http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBoboanbIii. — 3ari. ¢ 3kpaHa.

3. ®enepanbublii 3akoH oT 6 ampens 2011 r. Ne63-O3 «OO >7eKTPOHHON MOANKCKY.
[DnexTpoHHbIN pecypc] : Pexum JIOCTyIa :
http://www.consultant.ru/document/cons_doc LAW 112701/, cBob6oaHBI. — 3ar. ¢ SKpaHa.

4. @enepanbHblii 3akoH oT 27 gpekabps 2002r1. Nel84-d3 «O TexHHMUECKOM
peryJupoBaHUN [DneKkTpoHHBII pecypc] : Pexnm JIOCTyTIa
http://www.consultant.ru/document/cons_doc LAW 40241/, cBoboanbIii. — 3ari. ¢ 3kpaHa..

JIureparypa
OCHOBHas

1. Xopes, I1. b. IlporpammHuo-annapartHas 3amuTa vHGopmanuu : yaueonoe nocodue / I1.b.
XopeB. — 3-e m3a., ucnp. u gom. — Mocka : UHOPA-M, 2022. — 327 c¢. — (Bsicuiee
obpasoBanue: bakanaspuat). — DOI 10.12737/1035570. - ISBN 978-5-16-015471-8. - Tekcr :
anekTpoHHbld. — URL: https://znanium.com/catalog/product/1865598. — Pexum noctyma: mo
HOJIHCKE.

2. Kazapun, O. B. IlporpamMMHo-anmapaTHble CpeJCTBa 3alIUThl MHPOpPMALUHU. 3aliuTa
OpOrpaMMHOr0 obecreueHust : y4eOHHK M TNpakTHkyM mias By3oB / O. B. Kazapun, A. C.
3a6a0ypun. — Mocksa : M3natensctBo FOpaiit, 2025. — 312 c. — (Bricmiee o6pa3oBanue). —
ISBN 978-5-9916-9043-0. — TexcT : anexTponHsblii // O6pa3oBarenbHas 1uiatgopma HOpait
[caiiT]. — URL: https://urait.ru/bcode/562070.

3. Mapmakos, JI. B. IIporpammHo-amnmapaTHbie CpeicTBa 3aliuThl HHPOpMaUK : ydeOHOe
noco6ue / JI. B. Mapmakos, /[. B. ®atxu. — PocroB-na-/lony : Jonckoit ['TY, 2021. — 228 c.

— ISBN 978-5-7890-1878-1. — TekcT : ameKTpoHHBbIN / JlaHb : 31€KTPOHHO-OMONIHMOTEYHAS
cucrema. — URL: https://e.lanbook.com/book/237770. — Pexum pocTyna: sl aBTOpPU3.
I10JIb30BATENIECH.

4. bytun, A. A. IlporpammHo-anmapaTHbIE CpeACTBa 3alIUTH MH(OpMAIMK : ydeOHOe
nocobue / A. A. bByrun, H. U. I'myxos, C. 1. HockoB. — 2-e u3x., nepepad. u gon. — MpKyTCK :
HUpI'VIIC, 2022. — 92 c¢.— Texker: snekTpoHHbI / JlaHb : 27I€KTpOHHO-OMOIMOTEUHAS
cuctrema. — URL: https://e.lanbook.com/book/342113. — Pexum noctyma: Jyisi aBTOPH3.

MOJIb30BAaTEIEH.

JomnonauTenpHas
5. NmeiinoB, B. 5. OpranuzanuoHHoe W TeXHHUYECKoe obecredeHne MH(POPMAIMOHHON

6e3omacHOCTH. 3amuTa KOHpUISHIMATbHON HHpopManuy : yuedHoe nocodbue / B.S. HUieiiHos,
M.B. MenaryusH. — MockBa : UHOPA-M, 2024. — 256 c¢. — (Bricmee obOpaszoBaHue:
Cneupnanurer). - ISBN  978-5-16-016535-6. - Tekcr : oanekrponsbii. - URL:
https://znanium.ru/catalog/product/2139841. — Pexxum gocTyIa: 1o moAmmcKe.

6. I'pumnna, H. B. OcHOBBI MHpOpMAIMOHHON 0€30MacCHOCTH MPEANpUsATUs : ydeOHoe
nocobue / H.B. I'pumnna. — Mocksa : UH®OPA-M, 2025. — 216 c. — (Bricmee oOpa3oBanue:
Cnemuamurer). - ISBN  978-5-16-016534-9. - Tekctr : omektponnbii. - URL:
https://znanium.ru/catalog/product/2206781. — Pexxum gocTymna: mo mojamnucke.

7. Wlanprun, B. ®. KommnekcHas 3amuTa nHGOpMalUd B KOPHIOPATUBHBIX CHCTEMax :
yuebHoe nocobue / B.®. Illanbrun. — MockBa : ®OPYM : UHOPA-M, 2022. — 592 c. —
(Beiciiee obpazoBanue: bakanaspuar). - ISBN 978-5-8199-0730-6. - TekcT : 31€KTpOHHBIU. -
URL: https://znanium.com/catalog/product/1843022. — Pexum gocTyIa: 1o moJIIucKe.


https://znanium.com/catalog/product/1865598
https://urait.ru/bcode/562070
https://e.lanbook.com/book/237770
https://e.lanbook.com/book/342113
https://znanium.com/catalog/product/1843022
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6.2. IlepeueHb pecypcoB HH(POPMALMOHHO-TEJIEKOMMYHUKAIIMOHHOM CeTH
«HHTEepHET.

1. Odpurnmansusiii caiit @CTOK P [Dnexkrponnsiii pecypc] : Pexxum
nocryma: http://www.fstec.ru/, cBo00HBIN. — 3ari. ¢ FKpaHa.
2. Caiit xommanuu OKb CAIIP [DnexTponnslit pecypc] : Pexxum nocrtyma:
http://www.okbsapr.ru/, cBoOOIHBIN. — 3ari. ¢ FKpaHa.
. HarmmonanwsHnas snextponnas 6ubdnuorexa (HOb) www.rusneb.ru
. ELibrary.ru Hayunas snextpoHHas 6ubnuoreka www.elibrary.ru
5. DnextponHas oubnuoreka Grebennikon.ru www.grebennikon.ru

W

6.3 Ilpoeccnonanbubie 0a3bl JAHHBIX M HHPOPMALMOHHO-CIIPABOYHbBIEC CHCTEMbI

Joctyn k mpodeccrnoHanbHbIM 0a3aM NaHHBIX: https:/liber.rsuh.ru/ru/bases

WndpopmanroHHble CIIpaBOYHbBIE CUCTEMBI:
1. Koncynsrant [Lroc
2. Tapanr

7. MaTepuajibHO-TEXHUYECKOe o0ecnedeHne T CHUNIUHbI

Jlnst  obOecrievyeHHss JUCHHUIUIMHBI  MCIOJNB3yeTCS  MaTepHAbHO-TEXHHYecKas —0a3a
00pa30BaTENLHOTO YUPEKICHUS:

1) JUIL JIGKIMOHHBIX 3aHATHH - ydeOHas aynuTOpHsi, IOCKa, KOMITBIOTEp WU
HOYTOYK, TMPOEKTOp (CTalMOHApHBIA WJIM TMEPEeHOCHOM) Uis JEMOHCTpalMM Yy4eOHBIX
MaTepUasoB.

CocraB nporpaMMHOI0 0OECIICUEHUS:

1. Windows
2. MicrosoftOffice
3. Kaspersky Endpoint Security

2) mist 1TabOPATOPHBIX 3aHITHI — KOMITBFOTEPHBIN KJIACC WK Jab0opaTopus, J0CKa, TPOEKTOP
(cTalMOHApHBIM WM TIEPEHOCHOM), KOMIBIOTEp WJIM HOYTOYK HJs MpernojaBaTelis,
KOMIIBIOTEPHI IJIS1 00YyHarOIIXCS.

CocraB nporpaMMHOI0 00eCIEUeHUSI:
Windows
Microsoft Office
Kaspersky Endpoint Security
Mozilla Firefox
MicrosoftSharePoint 2010
SecretNetStudio 8.4
Dallas Lock 8.0
Vmware Player 15.5 + I'octeBas OC CentOS 7
9. Open VPN
10. Wireshark 3.0
11. Snort
12. HaGopMD:

e Avast firewall

PN RPN =


https://liber.rsuh.ru/ru/bases
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e Avira firewall

¢ Comodo firewall

* DrWeb Security suite
¢ Zone Alarm firewall
¢ OutPost firewall

* McAffeTotalSecurity
* Avg-internet-security

8. ObGecneyenue 00pa3oBaTeIbLHOIO MpoIecca IS JUL ¢ OTPAHUYEHHBIMH
BO3MOKHOCTSIMH 3/10POBbSI

B xoje peanuzanuy IUCHUIUIMHBI HCTIONb3YIOTCS CIEAYIONINE JONOTHUTENIbHbIE
METOABl OOYyYeHHUs, TEKYyIIEro KOHTPOJI YCHEBAaeMOCTH M IPOMEXYTOYHOH aTTecTaluu
00y4aromuxcs B 3aBUCUMOCTH OT UX UHIUBUAYaIbHBIX OCOOEHHOCTEH:

® I CIENbIX U cIa0oBUIAIINX:

— JIGKIIMM OQOPMIISIFOTCSL B BHJE D3JEKTPOHHOIO JOKYMEHTA, JIOCTYHMHOTO C TOMOIIBIO
KOMITbIOTEpA CO CHEIMATN3UPOBAHHBIM IIPOrPAMMHBIM 00€CIICUeHUEM;

— NUCbMEHHbIE 3a/laHusl BBIMOJIHAIOTCA Ha KOMIBIOTEPE CO  CIELHUAIU3UPOBAHHBIM
IpOrpaMMHBIM 00€CTIIeYeHHEM, HJTU MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecreunBaeTCs HHANBUAYATbHOE paBHOMEpHOE ocBenieHue He meHee 300 moKc;

— JUIsl BBIMOJIHEHHUS 3a/laHusl TNPH HEOOXOAMMOCTH IPEJOCTABISACTCA YyBEIUYMBAIOLIEE
YCTPOMCTBO; BO3MOXKHO TAK)X€ UCIIOJIb30BAHUE COOCTBEHHBIX YBEJINUMBAIOIINX YCTPOUCTB;

— MMUCbMEHHBIE 3a/1aHUsI 0(OPMIISIOTCS YBEIMUEHHBIM HIPUDTOM;

—3K3aME€H U 3a4€T MPOBOJATCSA B YCTHOW (pOpMe MM BBINOJIHSIOTCS B MUCBMEHHOW (opme
Ha KOMIIBIOTEPE.

® IS TIyXHUX U CIa0OCTBIIIAIINX

—JeKuun  oQOpMIISIIOTCS B BHJIE€ AJIEKTPOHHOI'O JOKYMEHTa, JHMOO0 MperocTaBiseTcs
3BYKOYCWJIMBAIOIIAs annaparypa HHANBUAYAIbHOTO NIOJIb30BaHUS;

— MUCbMEHHBIE 3aJIaHMsI BBITOIHAIOTCS HAa KOMIIBIOTEPE B MUCBMEHHOM (hopMme;

—92K3aMeH M 3a4€T NPOBOAATCA B IHUCBMEHHOM (opMe Ha KOMIBIOTEPE; BO3MOKHO
npoBesieHue B (hopMe TeCTUPOBAHUS.

® Ui JMI] C HApYLIEHUSIMH OIIOPHO-JBUTATEIBHOTO arapara:

— JIGKIIMH O(QOPMIISIFOTCSI B BHJE DSJEKTPOHHOTO JTOKYMEHTa, IOCTYMHOTO C TOMOIIBIO
KOMIIBIOTEPA CO CIELHUAIN3UPOBAHHBIM IPOTPAMMHBIM 00€CIICUEHUEM;

— NUCbMEHHBIE 3a/laHUsl BBIMIONHAIOTCA HAa KOMIBIOTEPE CO  CIENHUATU3UPOBAHHBIM
MIPOrpaMMHBIM 00€eCIIeUeHUEM;

—2K3aMEeH U 3a4€T MPOBOJATCSA B YCTHOU (popMe WM BBHIMOIHSIOTCS B MUCBMEHHON (opme
Ha KOMIIbIOTEPE.

[Ipu HeoOXomUMOCTH TPELyCMATPUBACTCS YBEIMYECHHE BPEMEHHM Ui MOJATOTOBKU
OTBETA.

[Ipouenypa mpoBeAeHHS  MPOMEXKYTOYHOM  arTecTaiuud  JAis  O0ydarouuxcs
YCTaHABIMBAaETCA € Y4YETOM HUX UHAMBUAYAIbHBIX IMCUXO(PHU3NYECKUX OCOOEHHOCTEM.
[IpomexxyTouHas aTTeCTalMsi MOXKET MPOBOJAUTHCS B HECKOJIBKO 3TAIOB.

[Ipu nmpoBeneHUM NpoUeaypbl OLEHUBAHUS PE3yJbTaTOB OOyUEHHUs MpeaycMaTpUBaeTCs
UCIIONB30BAHUE TEXHUYECKUX CPEICTB, HEOOXOJUMBIX B CBS3M C HWHIAUBUAYAIbHBIMU
0COOEHHOCTSIMH O00YyYaroIuXxcs. DTH CPEICTBA MOTYT OBITh HPEJOCTABICHBl YHHBEPCHUTETOM,
WJIM MOTYT HMCIIOJIb30BAaThCsl COOCTBEHHBIE TEXHUUECKHUE CPEICTBA.

[IpoBenenne mpouenypsl OLGHUBAHHUS  PE3yJIbTaTOB OOYYEHHs JOIMYCKAETCS C
UCIIOJIb30BaHUEM JIUCTAHIIMOHHBIX 00Pa30BATEIbHBIX TEXHOIOTHIA.

ObecnieunBaeTcst 1OCTYN K MH(POPMAIMOHHBIM M OMOIMorpaduyeckuM pecypcaM B CETH
WuTepHer mis kaxkzaoro oOywaromierocss B ¢dopMmax, aJanTUPOBAHHBIX K OTPaHUYEHHUSM HX
3/10pOBbSl U BOCTIPUATHUS HHPOPMALUH:
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® IS CIeNbIX ¥ cIa00BUISAIINX:

— B IieyaTHOM popme yBeIMUeHHBIM HIpU(TOM;
— B (popMe PIIEKTPOHHOTO IOKYMEHTA;

— B ¢popMme ayauodaiina.

® IS TIIyXUX U CIA0OCIIbIIIAIINX:

— B IIeYaTHOM (opme;

— B (popMe PIIEKTPOHHOT'0 IOKYMEHTA.

® Ui 00y4arOIIKXCs C HAapYLICHUSIMH OMTOPHO-BUTATEILHOTO armapara:
— B Ie4aTHOM (hopme;

— B hopMe JIEKTPOHHOTO TIOKYMEHTA;

— B opme ayauodaiina.

VY4eOHble ayAUTOpUU UIS BCEX BUAOB KOHTAaKTHOM M CaMOCTOSITENIbHOM paboThl, HayuyHas
O6ubIMOTEeKa U MHBIE MOMEIICHUS sl 00y4eHHUs OCHAIIECHBI CIEHUATbHBIM O00OPYJOBaHUEM U
y4eOHBIMU MECTaMH C TEXHUYECKUMHU CPEJICTBAMU O0yUEHUS:

® IS CIenbIX U cIa0oBUIAIINX:

— YCTpPOHCTBOM 715l cKaHUpoBaHus U uteHus ¢ kamepoit SARA CE;

— nuciuieem bpaiing PAC Mate 20;

— npunTtepoM bpaitng EmBrailleViewPlus;

® I TIIyXUX U CIAOOCIIbILIAIINX:

— aBTOMATU3UPOBAaHHBIM pPA0OYMM MECTOM [UIsl JIIOJEH C HapylIeHHWeM cllyXa u
¢1a00CIIBIIIAIINX;

— aKyCTHYECKUN YCUIIUTEIb U KOJIOHKU;

® 1715 00YyYaOLIMXCS C HAPYIIEHUSIMH OMIOPHO-/IBUTAaTEJILHOTO anmapaTra:
— HepeBUKHBIMU, PErYIUPYyEMbIMU dproHomudeckumu napramu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMaIbHBIM IPOrPAaMMHBIM 00€CIICUEHUEM.

9. MeToauyeckue MaTepuaJbl

9.1. Ili1anbl 1a00pPaTOPHBIX 3AHATHH

TeMbl y4eOHOH AMCHMIUIMHBI TPEIyCMAaTPHBAIOT IPOBEICHHE JIAOOpATOPHBIX padoT,
KOTOpbIE CIyXaT KakK IeNsM TEKYIIero M MPOMEXKYTOYHOTO KOHTPOJIA 3a IOATOTOBKOU
CTY/ICHTOB, TaK M IIEJISIM TOJyYCHHS TPAKTUYECKUX HABBIKOB IIPUMEHEHHSI METOJI0OB BBIPAOOTKH
peIIeHH, 3aKpeIuieHUs] M3YYeHHOTO MaTepuana, Pa3BUTHUA YMEHHUH, NPUOOPETEHHS OIbITa
peleHns] KOHKPETHBIX MPOoOJieM, BEJICHHS JUCKYCCHH, apryMEHTAIlMd M 3aIlUThl BHIOPAHHOTO
peleHHs.

Lenpto mabopaTOpHBIX pabOT SBISETCS 3aKPEIUICHWE TEOPETHUYECKOTO Marepuana u
npuoOpeTeHre MPAKTHYSCKHX HABBIKOB HCIIONB30BAHHUS METOJOB TIPUMEHCHHUS TIaKETOB
KOMHBIOTepHOI\/JI MaTeMaTHuKM B Hqu)CCCHOHaJIBHOfI ACATCIIbBHOCTU, NPHUMCHATH HABBIKU JJIA
npuHATHS HanOosiee d(PGEKTUBHBIX PEHICHUH B YCIOBHSIX OBICTPO MEHSIOIICHCS peasbHOCTH,
JJIS 651CTp0171 aZlaliTalu K U3BMCHAOIMUMCA YCIIOBUAM ACATCIIBHOCTH.

Temartuka 1ab0paToOpHBIX PabOT COOTBETCTBYET MPOTPaMME Kypca.

5 cemecTp
JlaGopatopnas padora 1 (4 4.). OcHOBHBbIE cepBHCHI 0€30MIACHOCTH

Llenv pabomul.: IONy4eHNE TPAKTUUECKUX HABBIKOB O CEpBUCAX 0€30MaCHOCTH COBPEMEHHBIX
MPOJTyKTOB.

Vkazanus no evinonnenuro 3adanus; 0OpaTUTh BHUMaHUE HA 6a30Bble MEXaHU3MBbI peaan3aluu
3alINThI.

Buvinonnenue 3a0anus:

B xoze mpakTuyeckoil paboThl CTYACHTHI 3HAKOMSITCS C OCHOBHBIMHU MOJX0JIaMH B 00JaCTH
peanu3annu CepBUCOB 0E301TaCHOCTH OMepalMoOHHOM cucTeM Ha mpumepe CentOS 7.
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Konmponvhvie 6onpochwi:

1. [TonsiTHe cepBrC OE30MACHOCTH.

2. ApXUTEKTypa pealnu3alnuu CepBUCOB O€30MacCHOCTH.
3. OYHKIIMOHATIBHOCTh CEPBUCOB OE30MACHOCTH.

JlaboparopHnasi pabora 2 (4 4.). CpeacrBa ayrentudpurkanuu u uaenrudpuxanuun MAC3U
3ammThl oT HCJ{

Llenv pabomul. TIOyYCHHE TPAKTHYCCKUX HABBIKOB B pa3pabOTKe M 3KCIUTyaTallMH CPEJICTB
ayTeHTU(UKALUN U UICHTU(DUKALIUH.

Vkazanus no evinonnenuro 3adanus; 0OpaTUTh BHUMAaHKUE HA PUKIIAJHbIE 0071aCcTH IPUMEHEHUS
CPEIICTB 3alUTHI IPOTPAMMHOTO 00ECIICUCHHSI.

Buvinonnenue 3aoanus:

B xone npakTrueckoit paboThl CTyACHTHI 3HAKOMSTCS C IITATHBIMU CPEACTBAMH
ayTeHTU(UKAIMT U HICHTU(PUKAIINH.

Koumponvnvie sonpocawi:

1.OyHKIMUXEMHUPOBAHNUS [TAPOJICH.

2. [Monutuku 6€30MaCHOCTHU U UX peanu3aius B coBpemeHHbIX OC.

3. Mexanusmbl uaentudukamnuu nosnp3osareneil B [IAC3U SecretNetStudio.

4. Unentudukanus nonszoBareneii B [IAC3U DallasLock.

Jlaboparopnasi pa6ora 3 (6 4.). Perucrpanust codobiTuii 6esonacuoctu ITAC3U 3amurel ot
HCI

Llenv pabomul. IONy4eHUE MPAKTUUECKUX HABBIKOB B IIPOBE/ICHUH ayIUTa U PETUCTPaLUU
cobsiTuit Ub.

Yxazanus no eévinonnenuto 3a0anus; 0OpaTUTh BHUMaHUE Ha 00513aTENIbLHOCT TpeOoBaHui P/l
OCTIK Poccun «3amura OT HECAHKIIMOHUPOBAHHOTO JIocTyna K uHpopmanuu. Yacts 1.
[IporpammHoe obecnieuenue cpeacTB 3amuThl HHPopmaruu. Knaccudukanus no ypoBHIo
KOHTPOJIS. HEJIEKJIAPUPOBAHHBIX BO3MOKHOCTEI.

Bvinonnenue 3adanus:

B xoze mpakTudeckoit paboThl IPOBOJAUTCS ayUT U aHAIU3UpYroTcs coobiTus b Ha npeamer
yTpo3.

Konumponvnwvie 6onpochwi:

1. Ilonarue ayauT 6€30MacHOCTH

2. Knaccudukanus codsituii Ub Ha mpenmet yrpos.

3. CocTaBieHue oTyeTa O IPOBEJACHHOMN ayIUTe.

4. Pabota c )xypHanamu 6e3onacHoctu. Hactpoiika ayaura B [IAC3U DallasLock u
SecretNetStudio.

JlabopaTtopHnasi pabora 4 (6 4.). Cpeacra koHTpoJis neaoctnoctu [NA3CH 3ammTel oT
HCJ

Lenv pabomul: ONy4YEHHE MPAKTUIECKUX HABBIKOB B UCCIEAOBAHUN CPEJICTB KOHTPOIIS
LEJIOCTHOCTH.

Vkazanus no evinonnenuro 3adanus; 0OpaTUTh BHUMAaHKUE HA COBPEMEHHBIE TPOrPAMMHO-
anmnapaTHble CpeiCTBa KOHTPOJIS LIEJIOCTHOCTH.

Buinonnenue 3a0anus:

B xone npakTrueckoi paboThl CTYyA€HThI IPUOOPETAIOT HABBIKK PA0OTHI CO CPEICTBAMU
rapaHTUPOBAHHOTO yAalleHus: HHGOPMAIIUU, 3HAKOMSTCS ¢ IPUHIMIIAMUA KOHTPOJISI LIEIOCTHOCTH
[10.

Koumponvnvie sonpocawi:

1.CpenctBa 10BEpEHHOM 3arpy3KHU.

2. Ilonarue BIOSu Mexanu3msl KOHTpoJis HeaoctHocTH OC Ha 3Tamne 3arpy3Ku.
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3. IIpumeps! nonyisipHbIX Ha pbiHKE perieHuit [10 o KOHTPoIIIo 1ET0CTHOCTH.
6 cemecTp

JlaboparopHnasi padora 1 (4 4.). UcciaenoBanue tpadppuka ¢ nomoumbro cHupgepa
3agaHus:

1. ITpoananu3upoBaTh BO3MOKHBIE yrpo3sl U aTaku Ha AVC opranuzanun.

2. Uzyuenue tpadduka c nomoipo WireShark.

VYka3aHusl 110 BBITOJHEHUIO 3a/1aHUN:

1. V3yunTh TeOpeTHUECKUI MaTEpHAII 110 TEME.

2. OTBETUTH Ha TEOPETUYECKHE BOMPOCH B KOHIIE JTA00PaTOpPHOM paboThI

JlabopaTtopHnasi padora 2 (4 4.). UccienoBanue MeTo0B ceTeBO GUIbTpalluM HA IpUMepe
Habopa mexceTeBbIX 3kpanoB OC Windows

3agaHus:

1. Hacrpoiika u koHpurypupoanue mexxcereBoro skpana ainst OC Windows.

2. Co3naHue 1eMUWINTapU30BaHHOM 30HBI.

3. TectupoBaHue QPyHKIIMOHAIBHOCTH.

YkazaHus 10 BBIOJHEHUIO 3aJaHUM:

1. U3yunth TeOpUTHYECKUI MaTepUal Mo TEME.

2. OTBETUTH Ha TEOPUTUYECKHE BOIPOCHI B KOHIIE J1a00paTOpHOil paboThI

3. OdopmMuts O0TYET 1O TabOpPATOPHOIT padoTe.

JlabopaTropnasi padora 3 (6 4.). UccaenoBanue 3amumenHocTu OC Linux Ha npumepe

iptables

3agaHus:

1. Hactpouts 6e3onacHoe B3anmoeiicTBre 1Byx [P-cereii Mmexmy coboii yepes ceTh 00IIero
noss3oBanus (MHTEepHeT), cpencTBamu nporpammuoro npoaykra OpenVPN.

2. Co3path KJIIOYU U cepTU(UKATHI O€30MaCHOCTH.

3. Hactpouts kondurypanronnsiii ¢aiin VPN-kimenra.

4. Hactpouts iptables. IIpoBepuTh npruMeHeHne MpaBUi PUIbTPALIH.

VYKa3zaHHus 110 BLIIOJIHEHUIO 3aJaHuN:

1. M3y4uTh TEOpETUUECKHUI MaTepHall 10 TEME.

2. OTBETHTH HAa TEOPETUYECKHE BOTPOCH B KOHIIE JTA00PaTOPHOM pabOoThI

3. Odopmuth 0TUET N0 TabOpaTOpHO padoTe.

JlabopaTopHas padora 4 (6 4.). CpeacTBo 00HapyKeHUsI BTOPKeHHs Snort
3agaHus:

1. YcraHOBUTB cucTeMy OOHapy>KeHHs BTOpKEHUH Snort

2. Hactpouts Snort moj 3aja4i OpraHu3aiiim.

VYkazaHus MO BBIOJHEHUIO 3aJaHUM:

1. U3yunth TeopeTndeckuii MaTepuai no TemMe.

2. OTBETUTh HAa TEOPETUYECKHE BONIPOCH B KOHIIE J1a00PaTOpHOM paboThI

3. Odopmuts oT4ET TIO TAOOPATOPHOI paboTe.
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ITpunoxxenue 1.
AHHOTanus pabodeil MporpaMMbl TUCIUTUIMHBI

AHHOTAIIAA PABOUYEH ITPOT'PAMMBI JIUCIIUILIUHBI

HeJ’IB AUCHUILIMHBL: Pa3BUTH Yy cnymaTeneI‘/'I moaxoJ K PEHICHHUIO TCXHUYCCKHX 3adad
IpOrpaMMHO-aNapaTHOMN 3aIUThl HHPOpPMaIUH.

3amayn: M3yyeHUE OCHOB IIOCTPOEHHUS MOJICUCTEM HHPOPMAIMOHHON 0e30macHoOCTH,
OCBOCHME  TPHUHLMIIOB  HUCIOJb30BAaHUS  MPOrPaMMHO-AIMAPaTHBIX  CPEACTB  3allUTHI
nHpopManuu, BBIPAOOTKA yYMEHHUH MPOBEACHHS OICHKU 3aIlUIICHHOCTH HWH(POPMAIMOHHBIX
CHCTEM.

B pesynbrare ocBOCHUS AUCIUIUTMHBI 00YJaIONTUNCS JOJIKEH:

3HaTh: ApXUTEKTYpy IMOACHUCTEM OE€30MaCHOCTH, CMbICI 0a30BbIX MOHATUH, TAKUX Kak
UACHTUQUKAIUS U ayTeHTUPHUKALUS, pa3rpaHUYeHUe T0CTyIa U T.[.; MIPOTOKOJbI JIOKaJIbHOU U
CEeTeBOI ayTeHTU(DHUKAIHH.

YMeTb:  OCYWIECTBIATH  HACTPOMKY  IOJMTUKMA  YYEHBIX  3alUCEH,  BBIIOJHATH
aJIMUHUCTPUPOBAHME YYETHBIX 3amuceld mnojib3oBareneid Ha miardgopmax Windows u Linux,
I/IILGHTI/I(bI/IHI/IpOBaTB cia0bble MecTa H YA3BUMOCTU  IMOACHUCTCMBbI I/II[CHTI/I(i)I/IKaIII/II/I n
ayreHTHU(UKanuu; pa3zpabaTbiBaTh MaTpPUIly pPa3rPaHUYEHUs JIOCTyNa, PpEaln30BbIBATH
JMICKPEIIMOHHOE pa3rpaHHyYeHHe JOCTyna K OO0beKkTaM (DaiIoBOi CHCTEMBI W CHCTEMHOTO
peecTpa, aHAJIM3UPOBATh OTPAHUYEHUS BBIUMCIUTEIBHBIX PECYpPCOB, BBHIOMPATh ONTUMAJIbHBIN
Habop nmporpammHo-anmapatHbix [TAC3U

Bnaners: HaBbIKaMM ~aJMUHHCTPUPOBAHUS IOJCUCTEM O€30IaCHOCTH, HACTPOWKH
CHCTEMBI, IIOJINTHUK 6630HaCHOCTI/I, YHpaBJICHUA YUE€THBIMU 3arucsiamMu, HaBbBIKaMH
UCIIOJIb30BaHUS MOJIOKEHUH CTaHIapTOB MpH pa3paboTke, HacTpoiike u skcruryararuu [TAC3U.

[To nucuumnInHe MpexycMOTpeHa MPOMEeXYTOUHas aTTecTanus B popme 3auera (5 cemectp) u
sK3aMeHa (6 cemecTp).
O6mmas TpyA0EMKOCTh OCBOEHUS TUCIUTUTHHBI COCTaBISET 4 3a4ETHBIX MHHUIIBI.



